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Reliability Prediction for Network Systems
Using Stochastic Process Algebra
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(Department of Information Security, Naval University of Engineering, Wuhan 430033, China)

Abstract: A reliability prediction method is proposed based on stochastic process algebra (SPA)
to deal with the difficulties in the reliability modeling and analysis of network systems with com-
plex structure. SPA modeling of network systems is proposed through analyzing characters of
three basic network topologies. Then a labeled transition system (LTS) with time delay marks
for the model is generated utilizing the SPA’s operational semantics. The prediction value of the
system’s reliability can be solved out from the LTC’s Markovian transition relation and the sys-
tem’s current state. Simulation results show that the proposed method can precisely describe sys-
tem’s stochastic behaviors and interactions among components, and predict the reliability level
under different status effectively.

Keywords: network system; topology structure; stochastic process algebra; reliability prediction

Vol. 45 No. 6

BEA A EAR 1 AR T RHLI S5 5 T T
VEETRER R H 48 B8, &2 Rk T L [F ¢
CE B — L 110 W 2% 2R 40 2 e VEPPAR A RiT
PEFIEERL 75 B 7 — 2 T AL n] 4R 10 22 Ak
PN TEbRIAZR L T 190 2% 22 2 04 T SEMEAE il ik R 58
FE—NREE B ] Y BE A e 2 P TR T R I AE 548
b I 2 e etk p) — D EE R O TR
W28 2R GE R0 TSR PR K AR AL T 2 M 48 S 22 9]

WeFs A 51: 2010-12-01.
SRB2E L4 W BT H (60774029).
)25 HH T [R] . 2011-03-25

X RGEEAT P AR BB, AT EEME BT AR BT
B AR 22 48 14 1y B ] S R L R BRI 4 A o
F TR SR R AR G R S R e nT
FEVER)—FREOR. XS 28 RGTBEAT Al SEPE T BF5T
N GLRERS TS VTN 2R G2 RE 17 1% B 25K B9 n] HE M 48
N2 A ES S T T D S TS S s A R 52N
A BB £ A R SR ] SR
BEH M2 R GTHn A H 45 2 2% AL G vl 5

YEFE A o Q984—) b A s RIFGRR O L 5 0 b ARl BT H . HRA

4 R L . http: / www. cnki. net/kems/detail/61. 1069. T. 20110325. 1024. 005. html



55 6 3]

JUTE G5 N B ATLE R A QR B 19 4 R G RISk B v 41

PEBUTE J5 ¥ % T 52 2 W 45 R G AFAE — & 19 Jmy B
P AL Z R S & PR EL 7 75 5 5 %) 2 R 5t
ARASHEA T 4T AT 2 M 1 3% 5 6 221 i ) 2 22 e B HIL
170 A B AR 2 ) AR B DG R AR SCEE B 4% &
Genl SEVEDTIE B RE L 32— S AL A A
A T AEPE PO ik %7 ) T ST B A T —
R LB

1 SRR

1.1 PFEHBHEAHE

HERAEUR — AR AR E 20 R RGN
AR TR AR ER— MR R E R SRR
AR RGN A G AR R BOE AL E B AR BOE =
R Z&. Bl ML EFR 1L EL (stochastic process algebras
SPA) JEAE 4k K 28 Mk FR AR O 15 8 i AR BOE 23
Wy L 28 R i B S R —
TR IIE B RS [R] 47 Pk B SRR P ) RS £
NI AT LASE BT R Ge Pk RE v s A . B, B
SPA FRLE A T RE - i RRACE (PEPA) (9 R
A5 SR ] e AR AL (EMPA) F1BsHE] 3R X PR RE 4y
Frift B (TIPP) , 3 LA AR 75 119 32 22 X 0 2
TEZANE S [E) AP i 2 3 A8 050 07 1 fis i S
N EHA—E2ER.
1.2 PEPA REHIFEEENX

PEPA /& SPA kA AR 9 B8 6l 14 1
oI Hillston™ $& Y, 3 50 528 B AY ) figk 46
F-BE, BN B4 b A B 4 ) AR K ) R L £ s
2o R KA 53 A OCHEAT: 55 R 40 . 7] LA Rt
Wb LY A A @S A 7). 78 PEPA ik
Hh BEA R LR R RS R G AT
FEEH G TR A T LAPRA T — ZR TR 3 25 sh
PR IR—A~ TR B o A W BE ML AR 1T, T 3R I 30
HUESES 40 fIET IO

i R G Al LIRSS RN Fr A S EE B8 AL &R
GEATDMEERN N RS ER] « Fom . 2 U=AU (<},
TR A NEN 2% .acU, LA, r€R",PEPA
DA i =

P::=(.n.PIP+QIP<L>Q|P/LIC

X 5 HEAER TS LA

(D (a,r). PARTTBIRAE, THrAF 5. ZHr#
IR T — I [R] 52 2400 B TR H8003 A 193 2l
a f55. ZIRFRPATIRTE G 2R N P

(2) PHQIRRIEFEIRAE  3R7m R G0 ] AR £
Frifefe P el Q. R G0 R 38 SR Mg K D e $UAT

WIS EFE 5

(D P<L>Q IREKEBMEHAE, £om 2 DMistFE P
M Q By KAAT . Horbidi sh 8 L & 2 Db e 2 v
AT R B AR  RDRE 2 A28 B 21 5

(DOP/L ARREARAE, B P XA L iyl
B BT 8 ] © SRR BB I S 28 A, X 2K 5
PEF N S . RN BEBE SR ISR 2] 5

GICREFR . EXLHBEC=P, KW CHAF
LR P RIRERAT R O Suiris I e X

PEPA 184 5 2L A8 Bl #AE o SOR R AL 3 47 4
S DA™ A S B W AR 1L % % R 45 (labeled
transition system, LTS)®), 35 HiZ LTS & 0y
LR A RIERE C R 6 RGEMERESEAT 40T S5 UER .
PEPA #24E1H S fir A AL an 181 1 ez, Bl b 4% =X
MLk bR 55 F . T IR HE 2

Prefix (a,).P (a,r) p

@) o @) o
Choice P P 9 9

P+ pr pig o
Cooperation
(a,r) (@r) .,
p ) p =
(a&L) oo (a€L)

P<L>Q @P'<L>Q

P9 0@

p<r>0 R pr>g

P<L>0 “2p<i>0r

__Nn 7y :
(a€L) WhereR—ra(P) ) min(r,(P),r,(Q))

(a,n) (ay) ,
Hiding —P(_)’P' gLy —L—F = )P (a€L)
a,r) P
P/L —P'/L P/L —P'/L
@) .,
—0
Constarnt (P=0)

@n

K1 PEPA #AFi5

FET. BFE A B E IV A T 250 PEPA B34
THP T PEPA 9 ] S M L5 43 B S 44t
TR,

2 W% RS REEMETT R SPA R

2.1 EAMBHINE

— AL S R G0 A] REJE L — B SR T
T BB 2 AN IR 3H F DA AL (181 I 28 B 2 2= 4
TG, —RBCT » FEAS (Y R 25 3 P A 2O A
o IE AN Z5 4 3 Fh, A 2 fir s, AR SCR S
X 3 RN [A] A 190 2% 4 D2 A ST AR L 1) SPA A
PRSI L X T B A2 2 i) I 28 4 F N2+ o mT DL
B o SR X 3 Al RS Y M 45 254, OF
S ST RH AL, LA i SC R I AT B I 4% 2R e A
T TTARRI AR 2 PR HBAS1Y A5 B0
SEGCVT A ST B 19 s B T8 AR I ] R R A8 52

http: / www. jdxb. cn



42 [ I N ]

E ¢

5545 &

] EEST 48 B A 104 RS R GU AL T 58 e R AR
B R Ge e A ST R AL [ 29 n R,

oee

Oam®, 5
®)

() B 4EH (DB 4R

B 2 FARREIRTIGEH

(O AHE S5

2.2 ERSEHMNERSH SPA A SR ERE
BICEE 1 R4 R G0 — D DI RERR A Oy
FLA R — B3 5 i B B B PO A DT R
L R R IR AN S B P28 i 5 5, By T8
T8 JE R ph T A A R T R AR
— HL AT SRR K 2 R EURA L8 R AL
RBLAFAE—A 0 AT KA R IE S5 H 25 2
GE B AT R IE B AR]85 s 1] 531
RMNSECH v, F1r, BY SR LA, PG SR IE
W AR R IR N SHOH r, I TRHREU T, RGE5E 4
KA HE R E R r, . LUT 4 12 B IE 45
W4 2G50 SPA ikt
So = (asnr). Si + (¢c,ry). S @y
Si=(a,(n—Dr).Siq +(byir,). Siq +
(csr). Sy 0<<i<<n—1 (2
S = (asr). Si+ b, (n—Dr,). S, 5+ (cor,). Si
(3)
Si=(d,r). S (4)
o a FTRAAN AT IR ALF A 0 TR A
TR BB G5 ¢ Fom b SRR d R
IRRGEE S, FoR YA AT LT
KA 3 S RTRBEA W2 RGAE T R BCRS S eI}
LT A TR AR L BT AT A AT A TR AR
MRl g SPA 3k, A PEPA AY#A1H 3, ]
e HRH LAY BB 25 0 I 4% 1 AT Sk LTS, gl 3
7.
2.3 MELEHMNERSH SPA AT SR ERE
IELER B R 26 R G e— P B AT A S 2R

3 RIEAMRM LR A LTS

PAFINESAL) L J2 FhE £ 2 o 481 i I 3 A — 1 ]
B MR AR NS R R TR RS B AT
FYRBIER 2 F BN RGEHI R AL
RBEAFLE— 2 A9 A R BRI S5 0 2%
FY5. ME R SPA Fikzh
So = (a,sr). Si+Caysr). S+ +(a,,r). S
(5
Si=(d,r). S, (6)
TERX O P A SRR S, BiE B S
i — A R T A T WIS B E B A R aA X

Sy = (a,nr ). S; D)
M C6) L (7) Al HE S HHZ I 250 R 28 R G2y
AEEPE LTS, 40iE 4 s,

K4 BESHIMEE R T SEE LTS

2.4 AN WL RGH SPA AT £ 4IRS
XF TR R B ) 28 2R 5 45 15 1 2 [ 1Y) 2 42
TEAEBA —A [ AR 2 42 07 3032 AR 4
Z IA] A5 I 1 DA R I 268 it Ak i)t BBV TG 5 oy
ol 2 i S FRIAR R Ly s AR 22 ) R S i 0 R
HEFRRAT AN AG. XS T30 AN KL DU 235 40 1 o 5%
F4G¢. s SPA AT SEPERITUR , 1 S5 B R Gt AT
BRI RIS — R Y A S A
A B IR O IR O 1k PR B /I FERES R I 2%
45 SPA W] SRR I B R R B 5 B A
RYHY SPA ] SEERIA,
Hy AL XA S5 R ) M 2% 2R G2 SPA
AT SEPE AR, S A S5 B H / JF IR EE AL 1Y I 2 3%
4t SPA FISEPEAAR b XF T A R S5 1 1 9 2% R 458
T R AR 2 S EUEA R R B GX
SRIE A M 2% R GEARTED BT LAH SPA A 54
BEAIA 5 FRIE 540 [ 25 1) SPA AT SEPERT RIS B, 7
WA PR SRR, X T IFIRES A 2% 1) SPA nl SE 1
B, S S i R R A R A 2R R
PEIFBREEHG RS 0 2t — el 2 9 s I T
14 RGe SPA Rk
S = (a.2r). S (8
Si = (asr). Si+(b,ry). S, (9
St = (rsr). S, (10)
A8~ A0 AT LAF L BRAE 2 4~ s 4l
IRBC A WHE—19 5 B R BB A 2l R Gk AR

http: / www. jdxb. cn



55 6 3]

JUTE G5 N B ATLE R A QR B 19 4 R G RISk B v 43

WRZS Se I H AT GARE AT 185, R R
T RGN 52 PR LR IR IR A R L2 &
genl FErE o P — AT BL a8~ o)
AT 2O BREAE R 25 2R G TS LTS, an s
5 7K.

a a

T

K5 JFERESH R 2% g nl ST LTS

3 T SPA (A FEPETIT

FIH SPA X —AN W 28 2 48 i 47 7] SR
Br. B e 2 RGN HARE S IR A8 SPA 28
RIIE A AT S 1R SR S5 FI ] SPA #2418 i S
H— AN SRR C 1) A B[R] E SR AR e i) LTS, 1E
WA EA T TAE. i T8 SR AT
B H4 38 < R A5 B0 A L T LA LTS Bty i o — 4~ i
S [A] Y B IR B G 78 G R i e B O 2R A2 0
D28 Z2 48 T A KT B OB, R 5 A AR SOl
G AT HEEVE R 28 2 48 (0 T S vE 48 4, AT 2 2
S WERTE 5 22 G R 232 () — Fh R R bR, e
MBS RGAERE ST He— I 2040 T 1% 7] H
ARZSOIHER. FTLL 2. 4 5 A ITER A8 X 25 A 151]
(T2 20 R G AT SEPE O Y 3 2.
HIZ 4 (Al S5k LTS ol 41, 2S04 3 Fotk
B HARZS S, f1 Sy 2 RG R IEH TAERE. S
R ARG RBCRT. ARBEAE ¢ BF 2] RGEAL T LIk 3
PRSI R0 R p, (O p, (DL p, () A A
p(O=Lp, (D, p, (O, p, (O JFHUARAE RGAEHE IS %]
RS A1, ) ¢ B 220 RGP FH B Ry
D) = p, () + p, (D) (1D
A LTS MR C R iR RGNS R

Rl
— 2r, 2r, 0
Q{ Ty TN "1}
r, 0 —r,

% E R GWIIRAE M p(0)=[p, (0D, p, (0,
2, (O 1 AREHRS RIEE Q H LR g, (Ghj =1,
2, FIR. AEMRAFT AL AT Ay R

P = > pk(t)qki,i—1,2,3}
(12)

kE{1,2,3)
p0) = [p,(0),p,(0).p,(0)]
ARIGTEAT Rt 2R G TR S1.S, AR

20O p, (0TI B AT SRAFAT 2 ¢ B 20 9 45
RGEM T .

BT 4 R e 15— i 2 B T T A 5
LTS {5 R ] K56 AS % R R GRS TR 4
Bt R T SRAR R G R R R D, % p=1Lp, »
Dy Dy SRR GEARZS RS AR SRS A » LG 2 =X

PO =0 (13)

WA D0 p, = 1, FEZAMET lida (13) B R

i th R GRS R G po TS B R G- 1
FHEE D=p, +p, » RG24 n] AT Al LA 1
SE R GL B TSNP AR .

4 Sy

TN R G A AR R R
ST SEMKOE T N R R T R G R R R
P BT PR Pl I 0 1 B TR B T
Bt 38 G e 2R G0 AT SRR B DGR A s i A
(AR A Y R B 1 1 A s A i A o o e
REA R YIEE) . IIMH R G 00 1 5 115 2] 42
. B R H AR IS R B R G
A ABHFIRSS 25BN 2 5.2 2 B IR 55 4R
HEA E D — GRS R EIE R TAE, siae R IE R A
W26 RS IEH TAE. AR AEEE X AB RS2 1)
2 RKIGEAT R BRIBGEAT R — IR HRe TG — 5 Ik
% AEZ B MBI BT L B A RS 2510
BRI IR o080 A WK B RSS2 19 R BOR S
BIREAMh o IR R IR 55 #8 T LAAE — 2 B[] 7Y
BE R A RS 2R 18 & B ] SRS B IRSS
TN =R I Sl i N =SS I | R OBk % &
i 2 RGN T ARBCIRAS R R genl DL S B
NIRRT T AL SR SRR 7.

e LRI R G, WA BRI A . SO It
KAL) | 38 X L R NI T oM, AT 45 R R GE Y
SPA Zik A, an=l(14) ~(20) iR

Sw = (asT). Sio+ (b, T). Sy, (14)
S = (a:T). S+ (b, T). Sy + (rysp). So

(15
Si=(a, D). S+ b, D). S+
(rysp). Sor + (rys0). Sio (16)
Sot = (a,T). Si1 + 0, D). S¢+ (rygs0). Seo
an
St = (d,y). Sw (18
K, = (a,). Ka (19

http: / www. jdxb. cn



44 [ I N ]

PN

E ¢ 5545 &

K, = (b,w). Ky (20)
K Sy RN KRG APIRAS  Horp 7, 43 %oR
AB IRk T AR BCRAS P E D s Ko A1 Ky 439048
A BRFEBEE ;s T Rz R 12 R
A HG s Rl W2 0 0 — e s RG R
THEG R labarysryod)sa b 53 HIFRRHPA A B Ik
55 5 B WK B R oy 8RR RN R
MABIRFSSNER Fl d RRRGE N EEH
. REEEHTERE A Sor» WAL B RS dR AR
S = (attackA[m] || attackB[n]) < a, b > S,
2D
o on FWAE R 1, FoRAFAEAR I Y N 48 Bk A7
R A5 UEA O W73 2R A B AH B %) 0 28 Bt
£45 SPA R & S8 BYE N A=0. 008,
v=0.006,y=0.05,=0.01,6=0. 015, EX ORI
ARSI [1]

SOO SOl
Soo —A—v v
Sy o —0oc—A—v
0=S,| &« 0 —p—
S 0 I
st 7 0
—0.014 0.006 0.0
0.015 —0.029 0
0.01 0 — 0.
0 0.01 0.0
0.05 0 0

KA M2 RG] IR TAERPIREA SwSo < Swo
PAK Sus I AR RGeH al FHBE D (o) = p, (o) +
P, O+ p, (O +p, (O QAKX A2, B AT 15
BE— B E] S ARG T FEE UM, 18] 7 WOR T AE
2 hiN R G nl FHEE M AE AL B0 NIE R AT LA L 3R
1.00

0.98

0.96

Q 0.94f

0.92F

0.90F

088 1 1 1 ]
60 80 100 120
t/min

1 1
0 20 40

K7 Rgn] 1A O

p0) = [p,(0),p,(0),p,(0).p,(0),p.(0)] =
[0,1,0,0,0]
D (OF p (DHIRACER Soo B Su KUK Se iIHEZR 53
.24 mon BEAR M 1 I AR PEPA #E1E X, a]
e RGN AT SENE LTS, anl&l 6 fos.

K6 — AR TS LTS

RIS X AR 2 R G SRk LTS, nl 13 R 48
ARSI

S S, S,
A 0 0 7
0 A v
A—v v A=

o —p—o—A—v A+tv
0 0 — vy
08 0 0

0. 008 0. 006
024 0.006 0. 008
15 —0.039 0.014

0 —0.05

Gife 38 min e A7 B AT T RE FOHELRR AR 7232 N 1) B
ESS WS GO AN RS SN

B Qi AS3)  AIFRAERIN 522 2 PG 1S
DLT ZEHR A RGP YR D=0. 933 472,
XIS AT SE P SR K D A5 7 00 58 R
ARG PTBGERE S B E RE ). 1A, 8% m Hn
FREL » i ] T 2R e A 32 B A [R) ML 5T By ] ]
JEPTMRE O, 18] 8 7R T H RGN RARS N Sor i
15 A B PIEIR S5 AR IR 2 210Gl sl A A 28 B
a2 B Wik 3 MUERIT .2 h WRS
AT BE S AR AR O, NI T DLt i A
FeM 55 s L MU B 2R 55 e X i 2 5 I 45 R 4L 114
JRUMER B R SR 5 A IS5 AR A Pl
RE T KA R0 v R GE AN AT SR K

http: / www. jdxb. cn



JUTE G5 N B ATLE R A QR B 19 4 R G RISk B v 45

I 1 I I 1 )
0'880 20 40 60 80 100 120

t/min

K8 AT B R G n]

5 4 ik

Xt 4% 28 e BEA T Al S R BB ST B T 2 (E
st AT ATE BT B B MR 2R G0 T SRR Y 2 B
R OB RS AR ALK . AR SOR FBEMLZE R R
JIEETT I 151X I 48 22 4 i vl S P R RIS S
I E A 40 T BEALAE R OB ARSC BE IR 4 T 3
P B R 28 1 DAS A 1Y SPA Gy 12 T BT A2 J 1Y)
P28 F IS R SPA BT Al fE1X 3 LA LM 2 |
Fyid. FELEERN L, PRSI IR T 2T SPA 9 R 48 nl
FENEBOA T IS & — DA ML R G b
TZRGAE 2 B W AT Z5 A B R SE AR AL
Ol ik I E B AT TR R, T — AR A S
BIF ST LR L 25 08 4 R G S A HE IR I (] 4 5 — i
IR T REALIE R A QR I 2% 2 G mT S 1k A
S Irik.

S 30k

(1] AR FESE 2R IR, W42 4 1 BEDLA R vk 59740
FARLD. HHEHL2E . 2005, 28(12) :1943-1956.
LIN Chuang, WANG Yang, LI Quanlin. Stochastic
modeling and evaluation for network security[ J]. Chi-
nese Journal of Computers, 2005, 28(12) :1943-1956.

(2] XUFSHa, B, A E. 3T HAESE R Petri W A9 AL
TR T SRR vk L) . #6589 2010, 25(8) .
1273-1276.
LIU Lingyan, WU Xiaoping, TIAN Shuxin. Assess-
ment method of system reliability for stochastic flow
network based on rough sets theory and Petri nets [ J].
Control and Decision, 2010, 25(8):1273-1276.

(3] Ak 20 . BEALSE R B S BB Petri WILT .
2#4%,2002,13(2) :203-213.
LIN Chuang, WEI Yaya. Stochastic process algebras

and stochastic Petri nets [ J]. Journal of Software,

2002, 13(2).:203-213.

[4] HILLSTON J. A compositional approach to perform-
ance modeling [ D]. South Bridge, Edinburgh, UK:
University of Edinburgh. College of Science and Engi-
neering, 1994,

[5] GALPIN V. Continuous approximation of PEPA mod-
els and Petri nets [ J]. International Journal of Com-
puter Aided Engineering and Technology., 2010, 2(4)
324-339.

(6] FxR, B, &0, 5. —FhOCHIT 55 R B AR

PERTRL 5 A 2 BT L) ] 2441 2010, 21 (2) 2 344~
358.
WANG Huigiang, LU Hongwu, ZHAO Qian, et al.
Model and quantification of autonomic dependability of
mission - critical systems [ J ]. Journal of Software,
2010, 21(2):344-358.

[7] HILLSTON ]J. Tuning system: from composition to
performance [ ] ]. The Computer Journal, 2005,48(4) .
385-400.

(8] i, ki =], ™ K. FETARICASE R G R v {5 1T
BIEEFENRALT]. LR . 2009, 32(4) : 635-645.
XU Mingdi, ZHANG Huanguo, YAN Fei. Testing on
trust chain of trusted computing platform based on la-
beled transition system [J]. Chinese Journal of Com-
puters, 2009, 32(4):635-645.

[9] BRADLEY J,DINGLE N, GILMORE S, et al. Deriva-
tion of passage-time densities in PEPA models using
IPC: the imperial PEPA compiler [ C]// Proceedings of
the 11th TIEEE International Symposium on Modeling
Analysis and Simulation of Computer and Telecommu-
nications Systems. Piscataway, NJ, USA. IEEE,
2003:344-351.

[10] TRIBASTONE M, DUGUID A, GILMORS S. The
PEPA eclipse plug-in project [ J]. Performance Evalu-
ation Review, 2009,36(4);28-33.

(111 B s B R ) B B 5 0 I LD e . o
E B2 e AR AL AR5 T, 2006.

[ F1) 48 < ST ik s 43
#58 Ad Hoce W 4 A€ 1 89 % o) 3] B0 AR e SR We. V8 % 238 K
2239 2011, 45(40).6-11.
FMRABA LR REENRE b Ehm Mk fKHEA B
23 HE K AR, 2011, 45(4):18-24,
HE MG REH BRI RMNT E LKA
K 40,2010, 44(12):5-9.
%3 Ad Hoc H#& PR ek m e N 546 h 2 A% E.
799 20 38 A 2247, 2010, 44(12).16-21.

(U x4 Ko

http: / www. jdxb. cn



